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Abstract
This study analyzes the effectiveness and limitations of the Minister of Finance Regulation (PMK) Number 50 of 2025 in the taxation of crypto assets amid the shift from centralized exchanges to decentralized exchanges. Employing a qualitative approach with a policy study design, data were collected through a literature review of domestic regulations, international guidelines, and academic publications. The theoretical framework encompasses critical realism, deterrence theory, legal and institutional theory, and behavioral economics. The main findings indicate that PMK Number 50 of 2025 is administratively effective in centralized exchanges, as it relies on the designation of tax collectors, user identification through Know Your Customer (KYC) procedures, and a withholding-at-source mechanism. However, the regulation is incompatible with the characteristics of decentralized exchanges, which are permissionless, noncustodial, pseudonymous, and cross-jurisdictional. Consequently, this creates an illusion of compliance, tax gaps, and horizontal inequity between participants in centralized and decentralized exchanges. Policy implications include the need to shift from entity-based collection toward compliance by design at the protocol level, expanding tax capture at on-ramp and off-ramp gateways, utilizing on-chain analytics and blockchain forensics, and adopting cross-border information exchange standards such as the Crypto-Asset Reporting Framework and the Travel Rule. Concrete recommendations involve developing a regulatory sandbox for regulated decentralized finance, integrating tax-reporting oracles into smart contracts, and strengthening the institutional capacity of the Directorate General of Taxes through a center of excellence for digital taxation.
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Abstrak
Penelitian ini menganalisis efektivitas dan keterbatasan Peraturan Menteri Keuangan (PMK) Nomor 50 Tahun 2025 dalam pemajakan aset kripto pada era pergeseran dari centralized exchange ke decentralized exchange. Menggunakan pendekatan kualitatif dengan desain studi kebijakan, data dihimpun melalui studi literatur atas peraturan domestik, pedoman internasional dan publikasi akademik. Kerangka teoritis mencakup critical realism, deterrence theory, teori hukum dan kelembagaan, serta behavioral economics. Temuan utama menunjukkan bahwa PMK Nomor 50 Tahun 2025 secara administratif efektif di centralized exchange karena bertumpu pada penunjukan pemungut, identifikasi pengguna melalui Know Your Customer (KYC), dan mekanisme pemotongan di muka. Namun, regulasi ini tidak kompatibel dengan karakter decentralized exchange yang bersifat permissionless, noncustodial, pseudonymous, dan lintas yurisdiksi. Akibatnya muncul ilusi kepatuhan, tax gap, dan ketidakadilan horizontal antara pelaku di centralized exchange dan decentralized exchange. Implikasi kebijakan meliputi kebutuhan pergeseran dari pemungutan berbasis entitas menuju compliance by design di tingkat protokol, perluasan penangkapan pajak pada on-ramp dan off-ramp, pemanfaatan analitik on-chain dan blockchain forensics, serta adopsi standar pertukaran informasi lintas negara seperti Crypto-Asset Reporting Framework dan Travel Rule. Rekomendasi konkret mencakup pengembangan sandbox untuk regulated decentralized finance, integrasi oracle pelaporan pajak ke smart contract, dan penguatan kapasitas kelembagaan Direktorat Jenderal Pajak melalui pusat keunggulan perpajakan digital.
Kata kunci: kripto, perpajakan, bursa terdesentralisasi, analitik, pemotongan, blockchain
INTRODUCTION
The rise of crypto assets has become a major challenge for global financial and tax systems over the past decade. Since the emergence of Bitcoin in 2008 by Satoshi Nakamoto (Nakamoto, 2008), crypto has not only represented a technological innovation but has also shaken the conceptual foundations of money, value, and financial authority. The blockchain-based nature of crypto as a distributed ledger without a central authority promises decentralization, transparency, and financial access without intermediaries. Yet behind this innovation lie new issues, especially in compliance, governance, and taxation.
Public enthusiasm for crypto assets continues to grow. A report by Indonesia’s Financial Services Authority (OJK) (2025) shows that from January to July 2025, crypto transactions in Indonesia reached IDR 276.45 trillion with 16.5 million users. In July 2025, transaction value reached IDR 52.46 trillion, up 62.36 percent from the previous month. The report also notes that in May 2025, there were 14.78 million active crypto users, up from 13.71 million in March 2025. These figures underscore that crypto has become a significant digital-economy phenomenon in Indonesia.
In Indonesia, the government has responded to this phenomenon gradually. Early regulation focused on trading digital assets through licensed exchanges, aiming to protect consumers and maintain financial system stability. Minister of Finance Regulation Number 68 of 2022 (hereinafter PMK 68/2022) was an early milestone that affirmed crypto assets as taxable objects through the imposition of Value-Added Tax (VAT/PPN) and Final Income Tax (PPh Final). As the crypto industry developed, Decentralized Finance (DeFi) and Decentralized Exchanges (DEX) emerged, requiring a more comprehensive regulatory approach. DeFi is a blockchain-based financial infrastructure consisting of open (permissionless) smart-contract protocols that replicate financial services without centralized intermediaries (Schär, 2021), while a DEX is a non-custodial protocol that facilitates crypto-asset exchange without a centralized intermediary (Xu et al., 2022).
Subsequently, on 1 August 2025, Minister of Finance Regulation Number 50 of 2025 (hereinafter PMK 50/2025) was issued to provide legal certainty, administrative simplicity, and integration with the new legal framework following the enactment of Law Number 4 of 2023 on the Development and Strengthening of the Financial Sector (hereinafter the P2SK Law). This rule reinforces crypto’s position as an object of income tax and aligns its status with securities for VAT purposes. The mechanism of a final tax of 0.21 percent on crypto transactions, along with the taxation of trading services, shows the government’s effort to balance state revenue interests with ease of taxpayer compliance.
Nevertheless, PMK 50/2025 still assumes that most crypto transactions occur through licensed Centralized Exchanges (CEX) that can act as tax collectors. In contrast to DEXs, CEXs are custodial platforms that run centralized order books and hold users’ assets while intermediating crypto trades (Makarov & Scholar, 2022). This assumption is becoming less relevant as many users switch to DEXs—open crypto-trading platforms that operate without a central authority. Transactions on DEXs occur peer to peer between digital wallets with the aid of smart contracts on blockchain networks.

This situation poses major challenges for the tax authority. DEXs that operate across jurisdictions and without a legal entity weaken traditional collection mechanisms such as withholding obligations, reporting, and document-based audits. As a result, tax can be collected only from a small share of crypto transaction volume recorded on CEXs, while transactions on DEXs remain beyond the reach of the fisc. This phenomenon creates a significant potential tax gap and raises issues of tax fairness among market participants.
From the perspective of compliance theory, PMK 50/2025 faces structural barriers. Under deterrence theory, compliance depends on the probability of detection and the severity of sanctions. On CEXs, compliance is relatively high because transactions are supervised through Know Your Customer (KYC) systems and are easy to audit. KYC is a risk-based identification and due diligence process to verify customer identity and assess Anti-Money Laundering (AML) risk throughout the customer relationship lifecycle (Elliott et al., 2022). However, on DEXs, user identities are anonymous, so the probability of detection is very low. As a result, the threat of sanctions loses effectiveness because it is not accompanied by adequate detection capability.
Viewed through a critical-realist approach, this problem can be explained at three levels of reality: the empirical (transactions visible on CEXs), the actual (the technical mechanisms of DEX transactions via smart contracts), and the real (the decentralised structure that is the root cause of the difficulty in tax collection). PMK 50/2025 reaches only the empirical layer and part of the actual layer, while the fundamental layer remains untouched. This is the root of the policy gap between conventional fiscal regulation and the dynamics of a decentralised crypto market.
Based on these conditions, this study aims to critically analyse the effectiveness of PMK 50/2025 in reaching crypto-asset trading activity on DEXs. It seeks to answer three main questions: (1) how the normative structure of PMK 50/2025 regulates taxation of crypto transactions; (2) what fundamental constraints arise from a CEX-based approach amid the growth of DEXs; and (3) how compliance theory and critical realism explain the limitations of fiscal regulation in a decentralised ecosystem. The results are expected to provide policy recommendations that are more adaptive, fair, and relevant to developments in digital financial technology.

RESEARCH METHODS
This study uses a qualitative approach with a policy-study design to assess the effectiveness and limitations of PMK 50/2025 in taxing crypto assets. The aim is to understand the regulatory context, identify policy gaps, and assess the impact on compliance and tax revenue.
Data were collected in two stages. First, a literature and legal-document review of PMK 50/2025, PMK 68/2022, and the Law on the Development and Strengthening of the Financial Sector (the P2SK Law), international guidelines such as the Financial Action Task Force (FATF) and the Organisation for Economic Co-operation and Development/Crypto-Asset Reporting Framework (OECD/CARF), as well as academic publications and industry reports on CEXs and DEXs. Second, a critical synthesis to assess normative fit, conceptual divergences, and potential regulatory gaps. Data validity was maintained through source triangulation (journals, regulations, and industry reports) and triangulation of reading methods (doctrinal legal analysis and content analysis).
The analysis was conducted using thematic analysis that included processes of reduction, categorization, and meaning extraction. Findings were grouped into themes such as administrative compliance, regulatory gaps, fiscal equity, and revenue implications. In addition, document-based process tracing was used to link the design of provisions—such as the tax object, collection mechanisms, and the designation of tax collectors—to policy consequences for the CEX and DEX ecosystems. The results were interpreted using deterrence theory, critical realism, and behavioral economics to assess the consistency of PMK 50/2025 with principles of compliance and fiscal effectiveness.
These methods are expected to provide a comprehensive picture of the performance of PMK 50/2025 and to serve as a basis for formulating digital tax policies that are more just, adaptive, and aligned with the characteristics of a decentralized financial ecosystem.

THEORETICAL FRAMEWORK
The study of crypto-asset tax regulation, especially in the context of DEXs, requires a multidisciplinary theoretical framework that combines economic, legal, technological, and behavioral perspectives. This study employs four main approaches: critical realism, deterrence theory, legal and institutional theory, and behavioral economics.
The critical-realist approach (Bhaskar, 2020) emphasizes the importance of understanding the structures and causal mechanisms behind phenomena, not merely their observable symptoms. Reality is divided into three layers: the empirical (observed phenomena such as transactions on CEXs), the actual (causal mechanisms such as smart contracts), and the real (fundamental structures such as decentralization and pseudonymity). PMK 50/2025 reaches only the empirical layer and part of the actual layer through rules on tax collection at exchanges, but has yet to address the fundamental layer that underlies the difficulty of taxing DEX activity.
Deterrence theory (Becker, 1968; Scholz, 1997) explains that tax compliance is influenced by the probability of detection and the severity of sanctions. On CEXs, compliance is relatively high because transactions are supervised, and users must undergo KYC. In contrast, on DEXs, user identities are anonymous and cross-jurisdictional, so the probability of detection is nearly zero. As a result, the threat of sanctions is ineffective, creating moral hazard and widening the tax gap.
From a legal standpoint, the concept of legal pluralism (Tamanaha, 2017) shows overlap among state law, international guidelines such as FATF and OECD, and technological “law” in the form of rules embedded in smart contracts. In this situation, there is a risk of regulatory capture (Cortese, 2011), in which the regulator loses independence due to industry influence. PMK 50/2025 thus becomes a compromise that prioritizes administrative simplicity over closing compliance gaps.
From a behavioral perspective (behavioral economics), particularly prospect theory (Kahneman & Tversky, 2013), individuals are more sensitive to losses than to equivalent gains. In the context of crypto taxation, the 0.21 percent final income tax withholding is perceived as a more salient loss than the notional risk of sanctions. This makes DEXs more attractive because they give the impression of full investment proceeds without tax withholding. Thus, a low tax rate is not sufficient to encourage compliance without effective detection systems and a clear perception of risk.

HISTORICAL CONTEXT AND THE POSITION OF TAX REGULATION
PMK 50/2025 emerged as a refinement of PMK 68/2022, the first regulation on the collection of Value-Added Tax (VAT/PPN) and Income Tax (PPh) on crypto-asset transactions in Indonesia. PMK 68/2022 was a landmark in taxing digital assets but was criticized for conceptual ambiguity, a layered tariff structure that complicated administration, and a lack of alignment with the P2SK Law. The P2SK Law underscores the importance of integrating oversight of digital assets under the national financial authority.
PMK 50/2025 was introduced to strengthen legal certainty and simplify tax administration. It sets a single rate of Final Income Tax under Article 22 at 0.21 percent, treats crypto assets on par with securities for VAT purposes, and affirms that only providers licensed under the OJK may be appointed as tax collectors. Administratively, this approach creates clarity and simplicity, but substantively it remains rooted in the centralized exchange (CEX) paradigm, even as global trends show a shift toward decentralized exchanges (DEX) that operate without a central authority or traditional administrative mechanisms.
On the VAT side, PMK 50/2025 removes tax on the value of the crypto asset itself and imposes VAT only on supporting services such as platform provision, digital wallets (e-wallets), and mining activities. This approach mirrors international practice that places crypto alongside financial instruments like shares and bonds to prevent double taxation. The policy is effective in a CEX system that has legal entities, recordkeeping, and tax invoices, but it loses effectiveness when applied to DEXs. In DEXs, transactions such as swaps, staking, or liquidity provision occur between digital wallets without a service provider or legal entity that can be designated as a VAT-Registered Person (PKP). As a result, PMK 50/2025 operates only at the administrative layer, not at the technological layer where transactions actually occur.
On the income tax side, the collection design is final and based on upfront withholding by exchanges, mirroring the taxation mechanism for share transactions in the capital market. This scheme provides revenue certainty and administrative efficiency because collection responsibility is shifted to intermediaries. However, its effectiveness is very limited. Only transactions through licensed exchanges are covered, while a large share of crypto transactions occur outside the system, either over-the-counter (OTC) or through DeFi protocols.

RESULTS AND DISCUSSION
Analytical Discussion: Between CEX and DEX
PMK 50/2025 is built on the assumption that exchanges are the main actors in crypto trading. Exchanges are positioned as fiscal gatekeepers tasked with withholding, remitting, and reporting taxes. Within this framework, Indonesia’s regulation rests on the CEX paradigm.
In reality, industry dynamics show a major shift. DEXs are no longer a fringe phenomenon; they have taken a significant share of global crypto trading. The Chainalysis (2024) report notes that in the second half of 2023, transactions through DEXs reached almost 55 percent of total global crypto trading volume, a sharp rise from just 25 percent in 2020.
The comparison between CEXs and DEXs is therefore not merely about technical differences between platforms; it also concerns choices in fiscal policy. The key question is whether the state will continue to rely on CEXs as the basis for collection, or whether it needs to develop new strategies capable of reaching the reality of trading on DEXs.

Table 1: Structural Comparison: CEX vs DEX
	Aspect
	CEX
	DEX

	Legal entity
	Present (licensed by OJK/other authorities).
	None (smart contract only).

	KYC/AML
	KYC required; full user data.
	No KYC; pseudonymous.

	Asset custody
	The exchange holds users’ assets.
	Assets remain in the user’s wallet.

	Business model
	Commission- and spread-based.
	Based on liquidity pools and protocol service fees.

	Tax collection capability
	High (exchange acts as VAT/Income Tax collector).
	Low (no collector).

	Coverage by PMK 50/2025
	Yes, fully.
	No, not at all.


Source: data processed by the author.
 
Table 1 underscores that CEX and DEX rest on entirely different architectures. A CEX is a licensed institution with legal certainty, KYC/AML processes, and custodial infrastructure. This combination produces a complete administrative trail—from user identity and transaction history to proof of tax withholding. A DEX, by contrast, is a protocol run by smart contracts without a managing entity. The absence of KYC obligations, the pseudonymous nature of wallet addresses, and non-custodial custody sever the chain of fiscal accountability. As a result, legal instruments that rely on legal persons and administrative evidence are easier to apply to CEXs but lose their basis for application on DEXs.
From a collection perspective, these differences create an asymmetry of tax visibility. On CEXs, the exchange can be appointed as a collector of final Article 22 income tax and VAT on services, while also serving as a data source for audits because all transaction flows are recorded and can be traced to identities. On DEXs, the tax base appears only as on-chain flows between wallets. Without a collector, without invoices, and without identities, the tax authority can in practice see only the shadow, not the subject. The remaining weak points are the entry point from the conventional financial system into crypto assets (on-ramp) and the exit point from the crypto ecosystem back to the conventional financial system (off-ramp), for example when users convert crypto to fiat on a CEX or with a custodian. Even then, it requires on-chain analytics, wallet clustering, and cross-source correlation to link flows to resident taxpayers.
The consequences are dynamic, not static. Because DEXs eliminate upfront withholding, the after-tax differential between trading on a CEX and on a DEX will drive behavioral migration. As investors maximize after-tax returns, the share of volume shifting to DEXs will rise until hidden costs on DEXs—such as execution risk and gas fees—offset the fiscal advantage. Within the framework of complex adaptive systems, the ecosystem adapts to incentives. A complex adaptive system is a system with many agents that interact and adapt/learn, where decentralized interactions generate emergent macro patterns (Holland, 1992). If policy tightens only on CEXs, administrative compliance may increase, but material compliance can stagnate or fall because the tax base moves into spaces that are out of reach.
By way of illustration, with national crypto trading volume of about IDR 200 trillion per year, potential tax revenue is actually 0.21 percent × IDR 200 trillion = IDR 420 billion. However, if half of those transactions occur on DEXs that have no reporting obligations or withholding mechanisms, then around 50% × IDR 420 billion = IDR 210 billion in potential revenue is lost to the state.
In practice, the size of the revenue leakage depends not only on the DEX share but also on the degree to which transactions are linked to domestic taxpayers and on the state’s ability to capture fund flows at the gateways where crypto is converted to rupiah (on-ramps and off-ramps). Still using national crypto trading volume of about IDR 200 trillion, if 50 to 70 percent of volume has moved to DEXs and only a small portion passes through domestic CEXs, the potential revenue loss can reach IDR 210 billion (50% × IDR 420 billion) to IDR 294 billion (70% × IDR 420 billion) per year. Here emerges the illusion of compliance: receipts appear stable while the structural gap widens.
The implication is that a strategy that concentrates obligations solely on CEXs is an easy short-term solution, but brittle. A more resilient approach needs to shift focus from institutions to architecture. Relevant policy options include expanding collection points at on-ramps and off-ramps; imposing reporting obligations on consumer-facing DEX front ends; introducing regulated DeFi schemes with verification-based access; using on-chain analytics to tag flows associated with residency; and integrating cross-border crypto information-exchange standards so that protocol data can be matched to fiscal identities. Without a shift toward compliance by design and cross-jurisdiction data orchestration, the structural differences shown in Table 1 will continue to translate into a persistent tax gap.

Basic Assumptions and Structural Limitations
PMK 50/2025 is built on a gatekeeping assumption—namely, that exchanges function as intermediaries the state can instrument to withhold, remit, and report taxes. This assumption presumes three interdependent prerequisites. First, the exchange has comprehensive visibility over transactions and transacting parties. Second, the exchange can link transactions to taxpayers through identities validated via KYC and AML processes. Third, the exchange has sufficient operational capacity and compliance incentives to act as an extension of the tax authority. In a centralized capital market, these three prerequisites are relatively met, so the appointment of tax collectors can work effectively. In an increasingly on-chain and decentralized crypto ecosystem, however, the three no longer hold constant.
In DEXs, the coordination function is replaced by smart contracts running on public blockchains. There is no legal entity operating the ledger, no inherent administrative obligations, and no KYC process at the protocol level. Economic identity is reduced to a wallet address, which is pseudonymous and easily rotated. This character creates three governance frictions. First, the absence of a point of enforcement, because there is no legal person who can be designated as a withholder or collector. Second, a traceability gap, where traceability stops at the wallet address without verification of real-world identity. Third, jurisdictional indeterminacy, because cross-chain and cross-jurisdiction transactions do not reveal a clear territorial nexus. In combination, these factors cause an institution-based collection model to lose its footing, even though transaction data are public on the ledger.
The designation of foreign exchanges as collectors of a 1 percent final Article 22 income tax, as regulated in Articles 17 to 22, is an attempt to extend the fiscal perimeter beyond the domestic regime. This instrument still clings to the logic of entities, since it is relevant only for providers that are incorporated, have significant economic presence, and are willing to interact with authorities. DEXs do not meet these criteria because they have no board of directors, legal address, or operator who can be appointed. Here a governance mismatch arises: regulation rests on obligations attached to organizations, while the protocol runs without an organization that can be held accountable. As a result, purely on-chain transactions occur directly between wallets, without invoices, without formal reporting, and beyond the reach of appointment provisions.
Normatively, this raises issues of nexus and attribution. Taxation presupposes an attributable relationship among the taxable event, the taxpayer, and the jurisdiction. On DEXs, attribution fails not because transaction data are absent, but because there is no legal binder linking on-chain data to fiscal identity. Receipts from centralized exchanges look neat and measurable, but the share of activity migrating to protocols grows the untaxed base. When the authority tightens administrative compliance on centralized exchanges, the relative incentive to migrate to DEXs increases, which in turn depresses the aggregate effectiveness of policy.
On the instrument-design side, PMK 50/2025 relies on withholding at the source by entities that are easy to supervise. This instrument is efficient when transaction channels are dominated by intermediaries with reporting obligations. Its effectiveness declines, however, when intermediary-free channels take a larger share. Conceptually, this is a policy-perimeter problem: the policy perimeter is defined at the entity level, while economic activity shifts to the protocol level. The difference in levels produces high enforcement elasticity, where the enforcement elasticity of tax revenue is the elasticity of tax receipts with respect to an enforcement intervention—that is, the percent change in revenue resulting from a 1 percent increase in enforcement intensity (Keen & Slemrod, 2017). Enforcement at one point induces behavioral substitution to another point with lower compliance costs, so the gains are temporary.
Structural limitations also appear in the technology of linkage. Ledger transparency is not identical to fiscal transparency. On-chain data show value, time, and addresses, but do not always include identity or tax locus. To bridge this gap, a compliance infrastructure is needed to connect the on-chain world with the off-chain world—for example, through tax-reporting oracles, wallet attestation, or verifiable credentials embedded in wallets. Without this layer, the tax authority has only partial visibility, so enforcement strategies depend on on-ramps and off-ramps such as centralized exchanges, custodians, fiat gateways, and payment providers. Dependence on these gateways creates the risk of single point bottlenecks, including potential evasion through cross-chain bridges, privacy pools, and cross border settlement services that are outside the reach of domestic supervision.
From a behavioral perspective, the cost and opportunity structure on DEXs creates a differential in after-tax outcomes compared with CEXs. Because there is no upfront withholding, the net proceeds of DEX transactions appear higher, especially when the risk of sanctions is judged small due to a low probability of detection. Dynamically, these differential drives behavioral substitution that enlarges the DEX share until the marginal after-tax benefit is balanced by implicit costs such as gas fees, execution risk, or smart-contract risk. When policy does not address this differential at its source, tariff or sanction parameters on CEXs become less meaningful for the ecosystem as a whole, because actors’ decisions are determined by the comparison of net outcomes across channels, not by nominal rates alone.

Further limitations involve the risks of regulatory arbitrage and forum shopping. Because DEXs operate across jurisdictions, actors can switch access to different interfaces, use non-custodial wallets, or rely on minimal intermediaries. In this context, a cross-border framework for appointing tax collectors will tend to lock in revenue from already-compliant actors or from large entities that interact with the traditional financial system. The hardest-to-reach tax base remains the segment that is purely protocol-based and purely on-chain. Without cross-country data-exchange mechanisms and without aligned crypto-asset reporting standards, the enforcement perimeter will always lag technical innovations that lower the cost of shifting activity beyond national reach.
This analysis implies the need to shift from entity-based collection toward compliance by design at the protocol level. The principle proposes that tax logic be built into the architecture of transactions, not merely attached to intermediaries. Implementation could take the form of protocol-level withholding for certain transaction types, reporting oracles that transmit meta-information to the tax authority, or verified-membership schemes that grant access to compliant liquidity pools. However, technical deployment requires institutional prerequisites, such as data governance; clear definitions of the tax object and taxable event in an on-chain context; and identity-interoperability standards that safeguard personal-data protection.
Accordingly, the structural limitations of PMK 50/2025 are not merely a matter of insufficient coverage of DEXs, but a misalignment of design levels between policy that is entity-based and a market that is protocol-based. Effective policy needs to reconfigure enforcement levers. First, expand obligations at on-ramps and off-ramps to compel reporting of flow patterns to wallets associated with domestic tax residency. Second, develop on-chain analytics to convert ledger transparency into actionable fiscal transparency. Third, integrate international reporting standards so that cross-jurisdiction attribution does not depend on the goodwill of actors or single entities. Fourth, conduct policy experiments through a regulatory sandbox to test the feasibility of regulated DeFi schemes and protocol-integrated reporting for lower-risk assets such as selected stablecoins.
Overall, a critical evaluation of the gatekeeping assumption in PMK 50/2025 shows that administrative success on CEXs does not automatically translate into substantive effectiveness in an ecosystem increasingly dominated by protocols. To make crypto tax policy resilient, the state needs to shift focus from entities to architecture, from documentation to data, and from reactive collection to embedded compliance. Without this shift, policy will continue to produce apparent compliance while failing to reach the material tax base in on-chain space.

Tax Fairness Perspective
The gap between tax treatment of transactions on CEXs and on DEXs affects not only state revenue, but also raises fundamental issues of tax fairness and the legitimacy of the tax system in the digital era. The principle of horizontal equity holds that two taxpayers with the same economic capacity should bear an equal tax burden (Musgrave & Musgrave, 1989). In this context, inequality is evident. An investor who earns a capital gain of IDR 100 million on a CEX must pay a final income tax of 0.21 percent, or IDR 210 thousand, while another investor with the same gain on a DEX pays nothing because there is no withholding mechanism. This difference creates behavioral distortion, as market participants shift to DEXs to avoid tax. This phenomenon is known as behavioral substitution, namely the shift in taxpayer behavior due to differences in fiscal incentives across channels (Torgler, 2007).
The implications of this inequality are not only fiscal but also social. When the tax system is perceived as unfair because it favors groups able to exploit technology, voluntary compliance tends to decline. Kirchler (2007) finds that perceptions of fairness are directly linked to tax morale and tax compliance. In the crypto context, the disparity between CEXs and DEXs widens the gap between the “visible” and the “unseen.” Investors on CEXs face automatic withholding and digital oversight, while DEX users enjoy the same gains without fiscal contribution. This condition can undermine the legitimacy of the tax system because the public perceives compliance as applying only to those who can be reached, not to all digital-economy actors earning similar income.
This fairness problem cannot be separated from differences in technological paradigms and regulatory structures. PMK 50/2025 operates in the off-chain realm, where transactions pass through legal entities such as exchanges that are subject to audits, reporting, and administrative obligations. DEXs, meanwhile, operate wholly on-chain, on public blockchain networks that are transparent, automated, and lack centralized operators. Blockchain transparency does not automatically produce fiscal visibility: even though transaction data are open, the economic identity is hidden behind pseudonymity. This creates a transparency paradox: blockchain transactions are easy to observe but hard to link to specific taxpayers (Zetzsche et al., 2020). As a result, the tax authority loses the ability to link public on-chain data with real-world ownership information without additional technology.
In this context, Indonesia needs to reorient crypto tax policy from entity-based to data- and behavior-based. PMK 50/2025 succeeds in providing fiscal certainty on CEXs, but only within a narrow space. To broaden its effectiveness, policy should be directed toward improving the ability to detect, trace, and link on-chain transactions to domestic taxpayers. This approach is not merely about tightening sanctions, but about building a supervisory architecture that matches the architecture of the digital market.
The first step is to integrate blockchain forensics into the national tax administration system. Although DEX transactions are pseudonymous, technologies such as wallet clustering and transaction pattern analysis can be used to trace user identities (Chainalysis, 2023). Companies like Chainalysis, Elliptic, and CipherTrace have shown that the weak points of decentralized systems often appear when users interact with CEXs, custodians, or fiat-gateway providers. The Directorate General of Taxes (DJP) could establish a Crypto Tax Intelligence Unit to manage on-chain data, leverage transaction-tracing algorithms, and integrate them into the Coretax or PSIAP systems. This step not only increases the probability of detection but also strengthens deterrence effects, as explained by Allingham & Sandmo (1972) in deterrence theory: tax compliance rises when the probability of detection and the level of sanctions are sufficiently high.
Beyond technology, international cooperation is a key element to close jurisdictional gaps. OECD/CARF has introduced a standard for cross-border exchange of crypto-asset tax information among countries (OECD, 2022), similar to the Common Reporting Standard (CRS) for bank accounts. Indonesia needs to adopt this framework promptly to access cross-border data, especially from DeFi hubs such as Singapore and the European Union. Meanwhile, the FATF Travel Rule requires the exchange of user-identity information in cross-border crypto transactions (FATF, 2023). Firm implementation of these provisions will strengthen the bridge between on-chain activity and the national tax system. Without international cooperation, Indonesia risks facing jurisdictional arbitrage, in which taxpayers simply move transactions to looser jurisdictions to evade oversight.
Ultimately, the challenge of tax fairness in the DeFi era is not only about rates, but about redefining fiscal authority in an ecosystem without a central authority. If the tax system remains rooted in twentieth-century administrative logic, the state will continue to lag behind twenty-first-century protocol-based economic innovation (Tapscott & Tapscott, 2016). Fiscal fairness in the digital era requires a paradigm shift toward data-based supervision, cross-jurisdiction coordination, and compliance built through incentives rather than sanctions alone. With this strategy, Indonesia can strengthen the moral and social legitimacy of the tax system amid changes in the architecture of the global economy, ensuring that digital innovation does not become a means of tax avoidance but part of fiscal governance that is fair, transparent, and sustainable.

Regulated DeFi Approach: From Decentralized Compliance toward Protocol-Based Fiscal Governance
On the other hand, an outright ban on DEXs is unrealistic both technically and economically. DEX structures are permissionless and operate via smart contracts that run autonomously on public blockchains, so they are not subject to any single authority (Schär, 2021). A more progressive and implementable strategy is to build the concept of Regulated DeFi—a decentralized financial ecosystem that has a compliance layer from the design stage, known as compliance by design. This approach starts from the paradigm that compliance no longer stems from administrative entities, but is integrated directly into protocol logic through code, oracles, and algorithms that connect digital transactions with fiscal obligations.
The Regulated DeFi model has begun to be implemented in several advanced jurisdictions. The most notable example is Aave Arc, a variant of the Aave lending protocol designed specifically for financial institutions that have passed KYC and AML verification. This system allows verified entities to participate in DeFi while meeting applicable compliance requirements (Aave, 2022). Another example is Compound Treasury, which operates a crypto-asset portfolio under the traditional U.S. legal framework with authorization from financial authorities (Compound, 2023). These two examples show that DeFi is not necessarily at odds with regulation; rather, it can be reconciled through the technological embedding of compliance.
For Indonesia, this approach can be contextualized through collaboration across authorities such as the OJK, the DJP, and local blockchain developers. Such collaboration can be directed toward building a national financial protocol based on automatic compliance, in which smart contracts are equipped with tax-reporting oracles that transmit relevant transaction data to the DJP or Coretax systems. Whenever a transfer of assets meets the criteria for a taxable object, the smart contract can calculate and route the tax withholding automatically to the state account. This design enables tax collection directly at the protocol level, not merely through exchange entities, thereby creating a trustless tax collection mechanism that is efficient and hard to evade.
To accelerate adoption, the government can initiate a smart-contract-based tax regulatory sandbox that allows limited trials of automatic tax collection in a controlled environment. This sandbox can be arranged through cooperation among the DJP, Bank Indonesia, and the Commodity Futures Trading Regulatory Agency (Bappebti), with support from academic institutions to assess technical feasibility and policy implications. Pilot projects can be conducted on lower-volatility digital assets, such as selected stablecoins, to evaluate the effectiveness of integrating tax logic into smart contracts and to measure users’ compliance elasticity.
From the perspective of regulatory theory, the Regulated DeFi approach reflects a shift from command-and-control regulation toward algorithmic governance—compliance systems automated through technology (Yeung, 2018). This concept aligns with the idea of responsive regulation (Ayres & Braithwaite, 1992), which emphasizes adapting regulation to market behavior. In the context of digital taxation, this means building systems that not only punish violations but also create incentives for compliance. For example, users who opt into Regulated DeFi could be granted reduced tax rates or priority access to official financial products. In this way, compliance becomes economically rational, not merely an administrative obligation.
However, Regulated DeFi will not succeed without adequate institutional capacity. PMK 50/2025 still focuses on the collection aspect, while human resources, technology infrastructure, and data governance have not been priorities. Indonesia needs to establish a Center of Excellence for Digital Taxation within the DJP as a hub for research, training, and innovation in digital tax policy. This center can serve as a policy lab to test smart-contract-based taxation models, develop on-chain analytics tools, and strengthen synergy between fiscal regulation and technology. Technical training for tax officials—from outreach officers and auditors to data analysts—is essential so that knowledge of blockchain, DeFi, and digital forensics is not only theoretical but also applied.
Research collaboration with universities, international institutions, and industry should be strengthened to broaden the knowledge base and ensure that digital tax policy is supported by empirical evidence. Cross-disciplinary studies spanning fiscal law, computer science, and the digital economy will help formulate a Regulated DeFi approach that is not only efficient but also fair and suited to Indonesia’s institutional context. With strong institutional capacity, Regulated DeFi is not merely an alternative but a middle path that balances financial innovation with fiscal compliance.
This approach is also consistent with global trends toward compliance automation in public finance, where tax logic is integrated directly into the digital technology layer (Zetzsche et al., 2020). Thus, Regulated DeFi can serve as a bridge model between financial innovation and modern public governance: a tax system that not only adapts to the digital economy but also becomes an integral part of the technology architecture itself.

CONCLUSION AND RECOMMENDATIONS
Through a review of the literature and policy, this study concludes that PMK 50/2025 successfully establishes legal certainty and administrative simplicity for crypto taxation on CEXs, but its substantive effectiveness is limited because an entity-based regulatory paradigm is misaligned with a protocol-based market architecture. The absence of collectors, pseudonymous identities, and the lack of a clear territorial nexus on DEXs produce fiscal attribution gaps that create an illusion of compliance, reduce tax morale, and widen the tax gap. From a critical-realist perspective, the PMK reaches only the empirical and part of the actual layers, while the structural layer that underpins tax avoidance on DEXs remains out of reach. From the standpoint of deterrence theory, the low probability of detection for on-chain transactions erodes deterrence, so after-tax differentials drive behavioral migration from CEXs to DEXs.
A more resilient policy agenda requires shifting focus from institutions to architecture. Short-term priorities include strengthening tax capture points at on-ramps and off-ramps, imposing minimal reporting obligations on user-facing service interfaces, and integrating on-chain analytics to link transaction flows to tax residency. Medium-term priorities include adopting international reporting frameworks to reduce jurisdictional arbitrage and running a regulated-DeFi sandbox to test protocol-level tax withholding or reporting via trusted oracles. Long-term priorities include building a national compliance infrastructure that encompasses standardized definitions of on-chain taxable objects, identity interoperability that protects personal data, and establishing a center of excellence for digital taxation for research, training, and policy innovation.
The theoretical contribution of this study is to show the limitations of entity-based fiscal regulation in a decentralized financial system and to offer a redesign framework oriented toward compliance by design. The limitation of the study lies in its reliance on secondary data without quantitative on-chain testing. Further research is recommended on empirical measurement of the tax gap using blockchain data, microsimulation modelling of the impact of rates and protocol-level withholding mechanisms, and experimental evaluation of a regulated-DeFi sandbox. With these steps, Indonesia can sustainably broaden the digital tax base while maintaining fairness, legitimacy, and the competitiveness of financial innovation.
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